
UBND TiNH NGH$ AN CONG HoA xX HOI CHU NGHiA Vr¢T NAMsa THONG TIN vA TRUYEN THONG DQc l~p - T., do - H~oh phuc
S6: 45 /STT&TT-CNTT

V/v tang cuong cong tic baa dam AITT Nghe An, ngay A 3 thong O~ndm 2020
tren khong gian mang dip T~t Canh Ty 2020

Kinh giri:
- Cac Sa, ban, nganh c~p tinh;
- UBND cac huyen, thanh pho, thi xa;
- Cac t6 clnrc Chinh tri - Xa hoi;
- Phong co y@u,CNTT - Van phong Tinh Uy.

Ngay 31/12/2019, BQ Thong tin va Truyen thong da co cong van s6
4791IBTTTT-CATTT vS viec don doc tang cuong dam bao an toan, an ninh
mang trong dip TSt Duong lich va TSt Canh Ty 2020. Theo van ban nay, trong
nam 2019, tren thS gioi m6i giay trung binh co 108 cuoc t~n cong mang va 32
rna dQc moi diroc tao ra tren khong gian mang. Trong do, d~c biet la cac cuoc
t~n cong co chu dich (APT) nham vim cac h~ thong viSn thong, tai chinh, ngan
hang, cac h~ thong thong tin quan trong, h~ thong thong tin phuc vu Chinh phu
dien nr, BQ Thong tin va Truyen thong ghi nhan co nhieu dia chi IP cua Vi~t
Nam co kSt n6i dSn cac ten miSn ho~c IP phat tanidiSu khiSn rna dQc tren thS
giai, nghiem tr9ng han co nhiSu truong hgp la cac dia chi IP cua cac bQ,nganh,
dia phuang co kSt n6i tai may chu diSu khiSn rna dQc APT. Tinh hinh an toan
thong tin m~mgt~i Vi~t Nam thucmg co diSn biSn phuc t~p, nh~t la trong khoang
thai gian diSn ra sv ki~n Ian cua d~t nuac va nhiing dip nghi IS, tSt...

Nh~m bao dam an toan thong tin trong ky nghi IS TSt Nguyen dan Canh Ty
2020, Sa Thong tin va TruYSnthong yeu cau Lanh d~o cac dan vi chi d~o cac dan vi,
ca nhan co lien quan thuQcph~m vi quan ly thvc hi~n cac nQidung sau:

1.Cac CO'quao, do'o vi, dia phU'O'og

- Chi d~o tiSn hanh ra soat, kiSm tra, nghiem tilc thvc hi~n cac quy dinh
vS dam bao an toan thong tin d6i vai cac h~ th6ng thong tin thuQc ph~m vi quan
ly then quy chS an toim, an ninh thong tin cua dan vi minh va QuySt dinh s6
87/2016/QB-UBND ngay 28/12/2016 cua UBND tinh ban hanh quy chS dam
bao an toan thong tin m~ng trong ho~t dQng cua cac co quan nha nuac tren dia
ban tinh Ngh~ An;

- T~p trung ra soat cac diSm ySu, 16 h6ng, tang cUCmgcac bi~n phap ky
thu~t C\l thS <tam bao an toan thong tin d6i vai ten miSn, may chu cua dan vi
minh; then cl5i, giam sat, chu dQng phat hi~n sam nguy ca, d~u hi~u t~n cong
m~ng, kiIf t~ai 'xq', ,~¥\<;xlc,v~n dS pha! sinh; chu~n bi s~n san~ cac quy trinh,
phuang an Urlg ctfu~lvak:hoi ph\lc h~ thong trong truCmghgp bi tan cong,

iii ,~" l' , ,

- Cac ho~t 'dQng thu th~p, luu trfi', xu ly, truyen gui can phai dugc ap d\lllg
giai phap ky thu~t dS rna hoa, tuan thu cac tieu chu~n, quy chu~n ky thu~t bao
dam an toan thong tin tranh lQ19t thong tin ca nhan, anh huang dSn quySn va Igi
ich hgp phap cua nguai su d\lng.
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2. D~ ngh] Phong CO' y~u, CNTT - Van phong Tinh uy tham muu van
ban thong bao cho cac t6 chirc co sa Bang dS biet va thuc hien.

3. D~ ngh] C8ng Thong tin di~n to' Ngh~ An

- Dang tai toan van nQi dung cong van s6 47911BTTTT -CATTT cua BQ
Thong tin va Truyen thong len Cong thong tin dien nr tinh Nghe An.

- T6 clnrc kiSm tra, ra soat, kip thai co phirong an xu ly d6i voi cac h~
thong hien dang chu tri quan tri ky thuat.

- B6 tri can bo ky thuat thuong xuyen thea doi h~ thong, h6 tro ngiroi sir
dung khi co nhu cau.

4. Giao Trung tam CNTT&TT Ngh~ An

- T6 chirc kiem tra, ra soat, kip thai co phirong an xu Iy d6i voi cac h~
thong hien dang chu tri quan tri ky thuat, dac biet h~ thong mang may tinh cua
Sa Thong tin va Truyen thong.

- B6 tri du can bQ thuoc bQphan img ciru S\I c6 s~n sang th\Ic hi~n nhi~m
Vl,lkhi co diSu dQng.

- Nghien cUu giai phap h6 trq cac don vi kh~c phl,lc S\Ic6 khi co yeu c~u.

5. Vi~n thong Ngh~ An (nha cung c~p djch vI}. h~ th8ng VNPT­
IOffice, VNPT-Igate va m~ng truy~n s8 li~u chuyen dung tlnh Ngh~ An)

Tuan thu cac quy dinh phap ly hi~n hanh va cac diSu khoan thuQc hgp
d6ng thue dich Vl,lco lien quan dSn cong tac an to~mthong tin dS dam bao ho~t
dQng 6n dinh, an toan cac h~ th6ng: C6ng dich Vl,lcong tn,rc tuySn tinh Ngh~ An;
H~ th6ng ph~n mSm quan ly van ban VNPT IOffice; M~ng truySn s6 li~u
chuyen dung tinh Ngh~ An.

M9i thong tin c~n h6 trq dS nghi Quy co quan, t6 chuc, ca nhan lien h~:

- Phong Cong ngh~ Thong tin, Sa Thong tin va TruySn thong, di~n
tho~i: 02383.599.387, di dQng: 0915.38.38.32 (d/c Hqi), email:
hoitm@tttt.nghean.gov.vn ho~c T6 ung cuu S\l' c6 - Trung tam CNTT&TT
Ngh~ An, s6 di~n tho~i: 02383.500.027, email: phuvt@tttt.nghean.gov.vn.

- D~u m6i Cl,lCAn to~mthong tin, BQ Thong tin va TruySn thong, s6 di~n
tho~i 024 3943 6684, duong day nong: 0869100320. Email: ais@mic.gov.vn./ ..~

N(fi nh~n:
- Nhu tren;
- CI,lCATTT, B<)TT&TT;
- UBND tinh Ngh~ An;
- VNPTNgMAn;
- Ban Giam d6c So';
- C6ng TTDT Ngh~ An;
- TrT. CNTT &TT Ngh~ An;
- Luu: VT, CNTT ~
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